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Russia and Belarus: Sanctions and 
export controls update

Since the February 2022 Russian and Belarussian invasion of Ukraine, the 
United States (U.S), European Union (E.U), United Kingdom (U.K.) and 
countries around the world have applied an escalating set of economic 
sanctions and export controls on the Russian and Belarussian governments, 
designated industry sectors, and prominent individuals and businesses 
associated with supporting and/or financing the activities of these regimes.

These restrictions have formed a new and challenging web of interrelated 
compliance challenges for companies conducting business around the 
world, even where no direct transactions with Russia or Belarus may be 
involved. We strongly recommend that international companies be aware 
of and seek to mitigate the following risks:

1. Know your customer/transaction party: Many of the restrictions 
noted below apply to specifically designated parties AND those 
parties they own or control. Effective due diligence is critical.

2. End-use: Many of the restrictions noted below also are keyed to 
the ultimate end-use of products. Again, effective due diligence 
will be critical.

3. Avoid evasion risks: Internal communication and training should 
emphasize awareness of red flags of attempts to evade restrictions 
(e.g. use of intermediaries; products destined for nearby locations 
that are unusual in size, character, value).

4. Effective export control and customs classification: Restrictions 
based on export controls and customs classification require 
technical expertise and effective processes. Review yours to ensure 
these checkpoints are in use and functioning properly.
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Geographic sanctions

On Feb. 21, 2022, the U.S. issued Executive Order 14065 (E.O. 14065) 
prohibiting all transactions involving the two separatist-held regions of the 
so-called Donetsk People’s Republic (DNR) and Luhansk People’s Republic 
(LNR) in Ukraine. The E.U. and the U.K. have applied similar restrictions.

Industry focused sanctions

Finance

SDN designations: Under a previously issued Executive Order (E.O. 14024), 
the U.S. identified a number of Russian banks and other large, state-owned 
entities under a series of designations and directives issued by the Office 
of Foreign Assets Control (OFAC).

Under these issuances, VTB, Vnesheconombank (VEB), Promsvyazbank 
(PSB), Bank Otkritie, Sovcombank, Novikombank and others (as well as 
subsidiaries of these banks) were designated as Specially Designated 
Nationals (SDNs), prohibiting U.S. persons from conducting any 
transactions with such parties (or any parties 50% or more owned by these 
SDNs).

Correspondent banking: OFAC also has issued the new Russia-
related Directive 2 under E.O. 14024, titled “Prohibitions Related 
to Correspondent or Payable-Through Accounts and Processing of 
Transactions Involving Certain Foreign Financial Institutions” (Russia-related 
CAPTA Directive). This Russia-related CAPTA Directive prohibits U.S. 
financial institutions from opening or maintaining a correspondent account 
or payable-through account for, or processing transactions of, an entity 
subject to the CAPTA Directive, or their property or interests in property. 
To date, only Sberbank and its subsidiaries have been designated in this 
regard. The U.K. has issued similar restrictions, although the E.U. has not to 
date.

Debt restrictions: OFAC also issued Directive 3 under E.O. 14024, titled 
“Prohibitions Related to New Debt and Equity of Certain Russia-related 
Entities” (Russia-related Entities Directive), which prohibits U.S. persons 
from dealing or transacting in “new debt of longer than 14 days maturity 
and new equity of Russian state-owned enterprises, entities that operate in 
the financial services sector of the Russian Federation economy, and other 
entities determined to be subject to the prohibitions in this directive.” 
Entities designated include a range of large Russian banks (e.g. Sberbank) 
as well as large, state-owned entities (e.g. Gazprom, Russian Railways). The 
E.U. and the U.K. have issued similar restrictions.

SWIFT system removal: The U.S., E.U. and U.K. jointly agreed to require 
removal of most large Russian banks from the SWIFT system used for 
transactional communication between banks.

Central bank and sovereign wealth fund: OFAC issued Directive 4 under 
E.O. 14024, “Prohibitions related to Transactions Involving the Central 

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/02/21/executive-order-on-blocking-property-of-certain-persons-and-prohibiting-certain-transactions-with-respect-to-continued-russian-efforts-to-undermine-the-sovereignty-and-territorial-integrity-of-ukraine/
https://home.treasury.gov/system/files/126/14024.pdf
https://home.treasury.gov/system/files/126/correspondent_accounts_directive_2.pdf
https://home.treasury.gov/system/files/126/new_debt_and_equity_directive_3.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2022/02/26/joint-statement-on-further-restrictive-economic-measures/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/02/26/joint-statement-on-further-restrictive-economic-measures/
https://home.treasury.gov/system/files/126/eo14024_directive_4_02282022.pdf
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Bank of the Russian Federation, the National Wealth Fund of the Russian 
Federation and the Ministry of Finance (MoF) of the Russian Federation,” 
prohibiting U.S. persons from any transaction involving these entities, 
including any transfer of assets to such entities or any foreign exchange 
transaction for or on behalf of such entities. However, as they were not 
designated as SDNs, transactions with parties that are owned 50% or 
greater by the Central Bank, Wealth Fund or MoF are not impacted. 
The U.K. and E.U. have issued similar restrictions. Note that the U.S. has 
provided guidance indicating that gold-related transactions likely also are 
restricted.

Energy

Both the U.S. and U.K. have issued sanctions prohibiting the imports of 
certain fossil fuels of Russian origin. The U.S. has banned all imports, while 
the U.K. has banned oil imports (effective in December), but has not yet 
restricted natural gas imports. The E.U. has not yet taken action to restrict 
imports of Russian origin fossil fuels.

Shipping and aircraft

The E.U. has banned Russian ships from docking at its ports. The U.S. and 
U.K. are considering, but have not yet enacted, such bans. The U.S., E.U. 
and U.K. have all banned Russian aircraft from their airspace.

Targeted sanctions

Nord Stream 2: The U.S. terminated a prior waiver in place that paused 
U.S. sanctions imposed earlier in 2021 relating to Nord Stream 2. Thus, 
U.S. sanctions against Nord Stream 2 now are effective, and OFAC has 
added Nord Stream 2 AG and its CEO as SDNs, prohibiting all U.S. 
persons from conducting business with either.

Russian and Belarussian government officials and companies: The U.S., 
E.U. and U.K. have issued various SDN designations against a wide range 
of government officials and companies in targeted sectors (energy, military, 
technology, finance, etc.) in both Russia and Belarus. These sanctions apply 
to designated individuals and parties as well as any entities in which such 
individuals and parties have 50% or greater ownership (or under E.U. and 
U.K. sanctions, 50% ownership OR control).

General export controls restrictions

Dual-use items: A license requirement now applies to any items “subject 
to the EAR” (U.S.-origin) classified under any Export Control Classification 
Number (ECCN) in Categories 3 through 9 of the U.S. Commerce Control 
List (CCL) (e.g., electronics, telecommunications, information security, 
sensors, lasers, navigation and avionics, marine and aerospace and 
propulsion). Many of these items did not previously require licenses; most 
license applications will be subject to a general policy of denial. Similar 
restrictions have been adopted by the U.K. and E.U.

https://home.treasury.gov/policy-issues/financial-sanctions/faqs/1029
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/03/08/executive-order-on-prohibiting-certain-imports-and-new-investments-with-respect-to-continued-russian-federation-efforts-to-undermine-the-sovereignty-and-territorial-integrity-of-ukraine/
https://www.gov.uk/government/news/uk-to-phase-out-russian-oil-imports
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220223_33
https://www.bis.doc.gov/index.php/documents/regulation-docs/420-part-746-embargoes-and-other-special-controls/file
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U.S. Foreign Direct Product Rule: Items manufactured outside of the U.S. 
that are (1) not EAR99 (any item on the  CCL) (2) that are the direct product 
of most U.S.-origin technology or software listed on the CCL (or a plant or 
major component that is a direct product) or contain such a direct product 
and (3) are intended for sale in Russia or Belarus will be restricted under 
U.S. export controls. All items, including EAR99-designated items, are 
subject to such rules if intended for export to a Military End-User (MEU) 
designated party.

Targeted export controls

Oil and petrochemical industry: The U.S., E.U. and U.K. have previously 
restricted exports of items that are usable in oil and gas drilling, pipelines, 
refining, production or storage as listed in specified product codes in their 
respective export controls regulations. The U.S. has applied restrictions to 
all such exports to Russia. The E.U. has applied similar restrictions as well. 
The U.K. has not yet applied new restrictions.

Luxury goods: Under Executive Order 14068 (E.O. 14068), “Prohibiting 
Certain Imports, Exports, and New Investment with Respect to Continued 
Russian Federation Aggression,” the U.S imposed new restrictions on 
export of U.S. origin items covering a wide-range of categories, restricting 
their export to both Russia as well as identified oligarchs regardless of 
geographic location. The E.U. and U.K have issued similar restrictions, 
although the E.U. rule provides for a de minimis exemption for items 
valued under 300 EUR.

Military and government end-users and end-uses: As noted above, 
additional restrictions have been placed on a range of parties added to 
U.S. MEU lists as well as the U.S. Entity List (which effectively restricts all 
sales of U.S. origin products). The E.U. and U.K. have adopted similar 
restrictions.

Note that even low-level export controls on mass-market (consumer grade) 
encryption-enabled items (e.g. computers, tablets, smart-phones, etc.) 
have been restricted with respect to military or government end-uses or 
end-users in Russia or Belarus.

Additional trade measures

Import restrictions: The U.S., E.U. and U.K. have issued various, additional 
import restrictions and prohibitions on Russian-origin goods, including 
diamonds, iron and steel, seafood, alcohol and other consumer products.

Revocation of Most Favored Nations (MFN) status: The U.S., E.U., U.K. 
and a number of other nations have recently pledged to revoke the MFN 
status of both Russia and Belarus, which will have the effect of imposing 
significantly higher import tariffs on any goods not subject to other 
sanctions that are still permitted for import.

Information about Russian sanctions and their impact on local, state and 
federal levels is changing rapidly. This article may not reflect updates 

https://www.federalregister.gov/documents/2022/03/03/2022-04300/implementation-of-sanctions-against-russia-under-the-export-administration-regulations-ear
https://www.federalregister.gov/documents/2022/03/08/2022-04912/expansion-of-sanctions-against-the-russian-industry-sector-under-the-export-administration
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.LI.2022.087.01.0013.01.ENG&toc=OJ%3AL%3A2022%3A087I%3ATOC
https://home.treasury.gov/system/files/126/14068.pdf
https://www.bis.doc.gov/index.php/documents/regulations-docs/2714-supplement-no-7-to-part-744-military-end-user-meu-list/file
https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/03/11/executive-order-on-prohibiting-certain-imports-exports-and-new-investment-with-respect-to-continued-russian-federation-aggression/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32022R0427
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/03/11/remarks-by-president-biden-announcing-actions-to-continue-to-hold-russia-accountable/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/03/11/remarks-by-president-biden-announcing-actions-to-continue-to-hold-russia-accountable/
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to news, executive orders, legislation and regulations made after its 
publication date. For more information about how potential sanctions and 
export controls on Russia could affect your business, please contact Matt 
Lapin or any member of Porter Wright’s International Business and Trade 
Group.

https://www.porterwright.com/matthew-d-lapin/
https://www.porterwright.com/matthew-d-lapin/
https://www.porterwright.com/international-business-trade/
https://www.porterwright.com/international-business-trade/

