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New Executive Order revokes TikTok
and WeChat, balances the need for
open investment and national security

On June 9, 2021, President Joe Biden revoked Executive Orders targeting
Chinese-owned companies, TikTok and WeChat, that were issued by
President Donald Trump. President Biden also signed a new executive
order titled, “Executive Order on Protecting Americans’ Sensitive Data

from Foreign Adversaries.” The new order does not target specific
companies, as it directs the U.S. Department of Commerce to evaluate all
software applications with potential ties to foreign adversaries.

According to the fact sheet issued by the White House, this new Executive
Order:

1. Enables the U.S. to take strong steps to protect Americans’
sensitive data;

2. Provides criteria for identifying software applications that may pose
unacceptable risk; and

3. Develops further options to protect sensitive personal data and
address the potential threat from certain connected software
applications.

Considering the “Statement by President Joe Biden on the United States'
Commitment to Open Investment” issued by the White House on June 8,
it appears that this new Executive Order is an effort by the White House to
balance the need for an open environment for international investment and

the need to protect Americans’ sensitive data.


https://www.whitehouse.gov/briefing-room/presidential-actions/2021/06/09/executive-order-on-protecting-americans-sensitive-data-from-foreign-adversaries/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/06/09/executive-order-on-protecting-americans-sensitive-data-from-foreign-adversaries/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/09/fact-sheet-executive-order-protecting-americans-sensitive-data-from-foreign-adversaries/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/statement-by-president-joe-biden-on-the-united-states-commitment-to-open-investment/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/06/08/statement-by-president-joe-biden-on-the-united-states-commitment-to-open-investment/

pOI’terwnght President Trump's Executive Order

In August 2020, President Trump issued a series of executive orders
INTERNATIONAL seeking to ban TikTok, WeChat and other applications owned by Chinese

BUSINESS ALERT companies, stating that these apps collected “vast swaths” of data on
Americans which resulted in a threat to the U.S. national security.

- Executive Order 13942: Aug. 6, 2020, "Addressing the Threat Posed
by TikTok, and Taking Additional Steps To Address the National
Emergency With Respect to the Information and Communications

Technology and Services Supply Chain”

- Executive Order 13943: Aug. 6, 2020,"” Addressing the Threat Posed
by WeChat, and Taking Additional Steps To Address the National
Emergency With Respect to the Information and Communications

Technology and Services Supply Chain”

- Executive Order 13971: Jan. 5, 2021, “"Addressing the Threat Posed by
Applications and Other Software Developed or Controlled by Chinese

Companies”

The orders, all of which were based on the authority granted to the
president in the event of national emergencies under the International
Emergency Economic Powers Act (IEEPA) and the National Emergencies

Act and were all formatted in a similar style, gave TikTok and WeChat 45
days to cease operations unless they were sold by their Chinese-owned
parent companies.

Subsequently, ByteDance, TikTok’s corporate owner, and users of TikTok
and WeChat challenged the order in court, resulting in preliminary
injunctions halting the bans. TikTok alleged that it encountered a lack of
due process “as the administration paid no attention to facts and tried

to insert itself into negotiations between private businesses.” The Trump
Administration appealed those preliminary injunctions, but in February
2021, the Biden Administration asked the federal appeals court to stop
those proceedings while it reviewed and reconsidered the proposed bans.

President Biden’s new Executive Order

President Biden's Executive Order, premised upon the same ground

of national emergencies, will create a process to scrutinize whether
applications controlled by foreign adversaries are dangerous to U.S.
national security and the security of American citizens’ personal data. The
risks posed by these applications still remain as concerns, but the new
order establishes a more robust process for review, directing the U.S.
Secretary of Commerce to prepare two reports.

1. Areport recommending “additional executive and legislative
actions to address the risk associated with” applications subject to
the jurisdiction of a foreign adversary; and

2. Areport offering recommendations to prevent a foreign adversary
from harming Americans by gaining access to their personal
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https://www.federalregister.gov/documents/2020/08/11/2020-17699/addressing-the-threat-posed-by-tiktok-and-taking-additional-steps-to-address-the-national-emergency
https://www.federalregister.gov/documents/2020/08/11/2020-17700/addressing-the-threat-posed-by-wechat-and-taking-additional-steps-to-address-the-national-emergency
https://www.federalregister.gov/documents/2021/01/08/2021-00305/addressing-the-threat-posed-by-applications-and-other-software-developed-or-controlled-by-chinese
https://www.law.cornell.edu/uscode/text/50/1701
https://www.law.cornell.edu/uscode/text/50/1701
https://policy.defense.gov/portals/11/Documents/hdasa/references/50%20USC%201601-1651.pdf
https://policy.defense.gov/portals/11/Documents/hdasa/references/50%20USC%201601-1651.pdf
https://www.nytimes.com/2020/08/22/technology/tiktok-lawsuit-trump-executive-order.html
https://www.washingtonpost.com/technology/2021/02/11/wechat-trump-biden-pause/
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Ad(ditionally, the new order will consider transactions involving applications
owned, controlled or managed by people supporting a foreign adversary
military or intelligence service that collect personal data as a “heightened
risk.” In order to come up with a range of recommendations to address
risks and protect U.S. consumer data, the Commerce Department will
work with other agencies as the commerce secretary deems appropriate.
Consistent with the criteria established in Executive Order 13873 (which
was issued in May 2019 and secured the information and communications
technology and services supply chain) and in addition to the criteria set
forth in implementing regulations, potential indicators of risk relating to

connected software applications under this new Executive Order include:

- Ownership, control or management by persons that support a foreign
adversary’s military, intelligence or proliferation activities;

- Use of the connected software application to conduct surveillance that
enables espionage, including through a foreign adversary’s access
to sensitive or confidential government or business information, or
sensitive personal data;

- Ownership, control or management of connected software applications
by persons subject to coercion or cooption by a foreign adversary;

- Ownership, control or management of connected software applications
by persons involved in malicious cyber activities;

- A'lack of thorough and reliable third-party auditing of connected
software applications;

- The scope and sensitivity of the data collected;

- The number and sensitivity of the users of the connected software
application; and

- The extent to which identified risks have been or can be addressed by
independently verifiable measures.

Notably, however, President Biden’s order does not affect a separate
directive given by President Trump August 2020 requiring ByteDance to
divest its U.S. TikTok operations. The Committee on Foreign Investments
in the United States (CFIUS) is overseeing ByteDance’s compliance with
that order. If approved by CFIUS as originally proposed, Oracle Corp. will
purchase 12.5% shares of TikTok from China-based ByteDance Ltd. and
become Tiktok’s secure cloud technology provider.

Conclusion

President Biden revoked the previous orders banning TikTok, WeChat and
other applications owned by Chinese companies, and additionally issued
a new order providing new criteria for protecting U.S. consumers’ personal
information. The new order sets out a more detailed process for review,
which will likely result in more objectivity and fewer lawsuits by Chinese-
owned companies.


https://www.govinfo.gov/content/pkg/FR-2019-05-17/pdf/2019-10538.pdf
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President Biden's statement on June 8 noted the administration’s
“commitment to ensuring that the United States remains the most
attractive place in the world for businesses to invest and grow, thus
creating jobs here at home, strengthening supply chains across the country,
and deepening our relationships with allies and partners” and that “[w]

e will always protect our national security, and certain foreign investments
will be reviewed by the Committee on Foreign Investment in the United
States for this purpose. But, we will also maintain a level playing field.” The
statement and Executive Order combined point to hopes that the U.S. will
continue to attract foreign investments with its open investment policy but,
at the same time, create objective criteria to protect the national security.

For more information please contact Yuanyou Yang, Katie Flynn or any

member of Porter Wright's International Business & Trade Practice Group.
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